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The Freedom Online Coalition (FOC) aims to advance knowledge on rights-respecting digital public infrastructure (DPI) to promote inclusive connectivity and civic participation, and mitigate potential risks of exclusion, discrimination, surveillance and violations of privacy, as well as explore the contextual realities and differences of the deployment of DPI in different regions and explore mechanisms to redress the uneven impact of advanced digital technologies. Drawing on global best practices and frameworks—including the Universal DPI Safeguards and the GovStack principles - these principles ensure that digital public infrastructure is built with commitment to the following principles:

1. Human-centered solutions: We affirm that the focus of digitalisation must be on humans.  Developing technology, digital solutions and information systems must serve this objective. Human-centered technology starts with designing the products and services to cater to the people’s needs. Digital transformation must be aligned with privacy, inclusivity, and human dignity.
2. Inclusivity: We believe everyone should have access to the internet, to digital services and skills in order to benefit from digital transformation. No one should be left behind. Technology must not discriminate against any individual or group based on factors such as race, ethnicity, gender, religion, disability, or other protected characteristics. Digital ecosystem should be as inclusive and accessible as possible, designed and built for the needs of the whole society.
3. International Human Rights Standards: We promote, through the use of technologies, international human rights standards, such as the Universal Declaration of Human Rights, ensuring alignment of design, access and security accordingly. We encourage ensuring responsibility, accountability, transparency and human-centric approach throughout the life cycle of digital and emerging technologies. Human rights standards should be embedded into the life cycle of technologies by design and by default.
4. Transparency and Accountability: We encourage to observe and advance transparency and accountability of digital solutions in order to minimise the negative impact of technologies on human rights. Openness regarding data processing, algorithms, and decision-making processes towards users is a must.
5. Privacy and Security: We stand for a safe and secure digital environment. Addressing privacy and security in digital development requires prioritizing users’ rights to control their data. Careful consideration must be given to which data are collected, mapping the purposes and legal grounds for data processing, as well how data are acquired, used, stored and shared, ensuring that these processes are transparent and respect individuals' rights. Appropriate technical and organisational measures must be implemented to ensure a level of security that is appropriate to the risk. Misuse of data must be addressed appropriately, with robust safeguards, including legal remedies, in place to ensure accountability.
6. Societal context: We believe it is essential to take into account the unique cultural, legal, and social contexts in each country, region, and community using well-designed initiatives and digital tools. A human rights-based approach requires recognizing local context and designing solutions that empower communities, including underserved populations while respecting local norms and international rights standards.
7. Sustainability and Resilience: We encourage building sustainable programs, platforms and digital tools which are essential to maintain user and stakeholder support, as well as to maximize long-term impact. Addressing environmental, societal and economic impacts of digital transformation is of utmost importance. 
8. Data Driven: We strive for data-driven initiatives which ensure that quality information is available for decision-making and to take action. It is important to ensure objectivity, reduce bias, and make sure that decisions are based on accurate and reliable information. Through this approach we uphold the principles of fairness, equality, and accountability while respecting the right to informed and evidence-based decision-making.
9. Interoperability: We promote interoperable systems, which work together seamlessly across organizations and sectors to minimize invasiveness and reduce the burden on individuals. Interoperability ensures easier access to services, support inclusivity and the right to access essential services without unnecessary barriers.
10. Technology neutrality: We commit to building digital public infrastructure in a technology-neutral manner without favouring any particular technology, vendor, or solution. Instead, decisions are driven by user needs and fundamental human rights, ensuring that digital transformation remains flexible and adaptable to emerging needs and contexts.
11. Openness: We support an open approach to digital development that can help increase cooperation in the digital development community and avoid duplicating work. Open standards, open source and open data provide visibility into how systems operate, ensuring that they can be scrutinized and improved while safeguarding the rights of individuals. Pooling skills and resources supports a better and faster digital development.
12. Collaboration: We encourage sharing information, insights, strategies and resources across projects, organizations and sectors, leading to increased efficiency and impact. Collaboration ensures that systems and policies are co-designed, equitable, and aligned with the needs and rights of all stakeholders, fostering mutual accountability and trust and ensures the inclusion of diverse voices, particularly marginalized and vulnerable groups.
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